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® OIF| SSL QIBMO| MAPE REASUE CHE0ls HHOIRIS 350k Bt

2SIzl st
2.2 Apache MHOA] HOtAH =57
7t Apache MEOl OpenSSLzt mod_ssl2| Ax| i

Apache MHOIA SSL E41E 7HsatA 67| YollAM= OpenSSLEt mod sslo]
LC,

iz
kO
ol

S, AT MH|A 21 Apache AH{0Il mod_sslO| HXI=0 U=XIE hiipd -1 SIS
AME5t0 mod_sslc E= mod_sslsoZt U= 2QISHAIZ| HIFLIC BFY HX|=|0]

UCHH Apache MH{O| BIH0| Sh= 71217 My & CSR 4o & 2822 0lsatA7|
F

I'_>:

pache/bin/httpd =1

OpenSSL2 Apache HE12 mod_ssl9| B o2 OpenSSLE AMX5H
SILICE Ol S0 Apache 1.3.3 H0= mod_ssl 2.1.6 (£= 2.1.7)2 AXIaH0F

mod_ssl 2.1.62 OpenSSL 0.8,1b2t 0.9.1c B ALO[OIARH SEFBILICH HES
tOIGHX] 2210 OpenSSLIt mod_ssi2 AX[6tH Apache ALY IHH0IAN =77 LrAligt
LJC,

o
m
@
o
g

Of
[,

oII

Jl0|'

mod_ssl2 BtEA| Apache HZHO| St= A2 AXIGHM0F 5HH www.modssl.orgti| A

Apache HIZE &f0lot & 10| X= mod_ssig Ch2RMOF AX[GHA|7| HIZLICE

HOIMH 15 QLA



mod_sslflAl X|@5t= apache B 2 OpenSSLel H{ZAE mod ssl AAQ
ﬁ

README . VersionsOf| A 201t 4= QIO M, www.opensslorgi = 2tolgh £~ QI

@ OpenSSLe| MX|(www.openssl.org)

OFx37|

$ gzip —cd openssi—0.9.6.tar.gz | tar xvf —

$ ./config$ make$ make installconfig
= prefix2 K| LU moll= Jusr/local/ssl ClEE2|0f AX|7t ELC),

CE CelE2(of dXIE ofux; ettt thsah Z20[ dXIguc.

$ ./config —oprefix=/usr/local —openssldir=/usr/local/openss|
= OpenSSLe| AU /usr/local/ssl/oindf] AX|E|1 QISMEIAS L5t IS
2/usr/local/openss! Ot Q| CleE2|0f ML

@ mod_ss19] AX| (www.modssl.org)

O|-7<H7|

$ gzip —cd apache_1.3.19.tar.gz | tar xvi
$ gzip —cd mod_ssl-2.8.1-1.3.19.tar.gz | tar xvf

Ao T2 YSE7|7F EUH mod_ssl A™S gfLCt,

mod_ssl AH 7))

$ cd mod_ssi-2.8.1-1.3.19

$ ./configure
—with—apache=../apache_1.3.19 W
——with—ssl=../openssi-0.9.6 W
——prefix=/usr/local/apache

HOLMH 7= oA | 29
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@ Apache MH AX|(www.apache.org)

$ cd ../apache_1.3x

$ SSL_BASE=../openssi-0.9.6 W
Jconfigure W
—prefix=/usr/local/apache W
——enable—module=ss! W

$ make

$ make certificate

$ make install

Lt Apache 1.3.X HZHO0IAM EOtAMH F=517|
(1) 74171 4448 51 CSR Al e
O HE HH MM
$ openssl md5 * ) rand.dat
@ 7|4 MM
$ openss| genrsa —rand rand.dat —des3 —out 1024 ) key.pem
= JHQI7| HIUHS S UGN Bt=Al 7|%6H0F FLICE (S S A4S A2 SSL
AMEE 2[5t apacheE F5E 4 SigUDY
® M58 7| W2 0123101 CSR 44
$ openssl req —new —key key.pem ) csr.pem

= 0471Af key.pem2 T @0f1 M A48t 7| 0IF0|0 csrpem2 £ CSR LY
=y

30 | EotMH 7= ohjM



Cie Hws gisials HAXD UL, (RS LR B0z Zasiof sl

Country(27} ZE) : KR

State/province (Al/=2| Fx| 012) : Seoul

Locality(Al. 7,2 S 0IE) : Songpa—gu

Organization(Z|At 0|Z) : Korea Information Security Agency
Organization Unit(2AME) : Policy Development Division
Common Name (host name + domain name) : www.kisa.or.kr

Tt &' Yot HIARIE LEE ' Foi7tME SERILICH

o-

MME CSR(O:csr.pem)9| LIS CtSat Z&L

————— BEGIN CERTIFICATE REQUEST————
MIBETCBVAIBADBXMQswCQYDVQQGEWJBVTETMBEGATUECBMKU29tZS1TdGFOZTERh
MBBGATUEChMYSW50ZXJuZXQgV2IkZ210cyBQdHkg THRKMRAWDgYJKoZIhveNAQKB
FaFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALGNPTy3avNgbubx+ESmDALV1LQG

AaAAMAOGCSqGSIb3DQEBBAUAAOEAXcMsaBeXgbGRZhVyFKRV4vT8haN39/Qucd
BrRh2nOTKGMCTIN+1XXOWNRQY/SIGV1y3+3abNiJmJBWnJ8Bg==

ol

S7120A gz SRotL AUSM HEeHE 20 doi
X

o
Ol
]
e
o
=
i
ﬂ-l_l_
Rall
=)
i1
L]
el
o

M7t ZgEUHC
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(2) CIZM AX| HiH
RISt CH(0f: Certpem)

O O]_%kl% gAl‘él'O:i H—foeli I1Od

O Mgz g2

————— BEGIN CERTIFICATE———
MIBETCBVAIBADBXMQswCQYDVQQGEwWJBVTETMBEGATUECBMKU29tZS1 TAGFOZT

EhMBBGATUEChMYSW502XJuzXQgV2kZ2I0cyBQdHkg THRKMRAWDgYJKoZIhveNAQ
kBFgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALBNPTY3avNgbubx+ESmDALY

AA2AAMAOGCSqGSIb3DAEBBAUAAOEAXcMsa8eXghG2ZhVyFKkRVrl4vT8haN39/QJc
9BrRh2nOTKgMcTOh+1XxOWNRQI/SIGV 1y3+3abNiJmJBWnJ8Bg==

@ Apache AH{Q| XMZHEst ¢
E= sslconflS 488

AAH T (httpd.conf &

riot

Q
(VirtualHost _default_:443)

# General setup for the virtual host
DocumentRoot /Apache/htdocs
ServerName www.kisa.or.kr:443
ServerAdmin admin@kisa.or.kr

ErrorLog logs/error_log

TransferLog logs/access_log
SSLCertificateFile /Apache/ssl/certpem — QISA O A=

SSLCertificateKeyFile /Apache/ssl/key.pem — 7§217| I A=

@ Apache MHE THTsELCH

Japachectl startss!

32 | EotMH 7= oM



Apache MEOIM SSLE AE5t7| et Al FZ0 startssls AdtictH 71217(<]
HEHSE =4, 0 HZH== 0He] ZX| G

3 @ 7] % &4 Al Y5t JH017| HPHSE YHotAlE FUct

—

© OfX SSL 25N dx7 A= EHASUCE VIZSZ 0|SctMAl HX| HH0[XIS
A +JafioF of=x| orEAsL Tt

C}. Apache 2.X HZOA EOtMH =517

$ openssl shat * ) rand.dat

o
-

$ cat filel file? file3 ) rand.dat

4

@ 714 449

$ openssl genrsa -rand rand.dat —des 1024 ) key.pem D

T

= HQ17| HIZHSE Y=ot BIEA| 7|sor JLICH (Y28 248 89 SSL
MBS 9ot apacheE 3% &+ SigUM)

=
€ HRI7IE ASalor ste=, ddst J4217]9f i

[ (@

r

o
= HRI71E 2ot 42, Y

SAES EEO| MEA| 226t FA7| HRELIC
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Q@ MyE 7| 42 01850 CSR Ay
$ openssl req —new —key key.pem —out csr.pem

= 047|M key.pem2 Tl @0i|IM AAMSH 7] 0I20]H csrpem £21 CSR IHYQ)
0|2t

02 HEIS Y2tk WA LEELIC (RS L82 Y202 Zhsor s

Country(Z27} ZE) : KR

State/province (Al/=2] A 0|2) : Seoul

Locality(A. 7,2 S| 0IE) : Songpa—gu

Organization(&|At 0|2) : Korea Information Security Agency
Organization Unit(2AE) : Policy Development Division
Common Name (host name + domain name) : www.kisa.or.kr

‘Tt &M Ystete HAIXIZE LEFLHE 2 U7t E 2EEHLICH
@ CSR M=
MME CSR(O:csr.pem)9) LIS CtSat Z&L

————— BEGIN CERTIFICATE REQUEST———-
MIIBETCBvAIBADBXMQswCQYDVQQGEWJBVTETMBEGATUECBMKU291ZS 1 TAGFOZTER
MB8GA1TUEChMYSW50ZXJuZXQgV2IkZ210cyBQdHkg THRKMRAWDGYJKoZIhveNAQKB
FaFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALENPTy3avNgbubx+ESmDALYV1LQG

AaAAMAOGCSaGSIb3DQEBBAUAAOEAXCcMsa8eXghG2ZhVyFKRViidvT8haN39/QJc9
BrRh2nOTKgfMcTOh+1XxOWNRQY/SIGV 1y3+3abNidmJBWnJ8Bg==
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(2) QBN Hx| U

O olgz g2 UIBME SAGIH MYz MFEUCHO: Certpem)

MIBETCBVAIBADBXMQswCQYDVQQGEwWJBVTETMBEGATUECBMKU29tZS1 TAGFOZT
EhMBBGATUEChMYSW502XJuzXQgV2IkZ210cyBQdHkg THRKMRAWDgYJKoZIhveNAQ
kBFgFgMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALGNPTy3avNgbubx+ESmDALY

AA2AAMAOGCSqGSIb3DQEBBAUAAOEAXcMsa8eXgbG2ZhVyFkRVri4vT8haN39/QJc
9BrRh2nO0TKgMcTh+1XxOWNRQI/SIGV 1y3+3abNiJmJBWnJ8Bg==

o roo (I v sriocaliapach e ce iificate - Shell - Konsole
Session  Edit  View Bookmarks Seftings Help

[root certificate]# pwd ¥
Jusr/local/apache/certificate |

[root certificate]# Is -al

B M 32

drwxr-xr-x 2 root root 4006 118 8 17:08 .

drwxr-xr-x 13 root root 4096 118 B 17:09 .. %
-r--T--T-- 1 root root 2003 1T#H § I7:08 .con_cert.pem

-r--r--r-- 1 root root 081 11% 8§ 17:08 - com_key. pen

~r-=r--r--= 1 root root 1602 115 § 1708 —con ., ca-bundle

-r--r--r-- 1 root root 2007 11% 68 17:08 test. L COm_cert.pemn

-r--r--r-— 1 root root OE1 113 B 17:08 test. .com_key . pem

-r--r--r-— 1 root root 1602 113 8 17:08 test_| _com.ca-bundle

[root certificate]# l

HobH 7 ot | 35
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@ ssl.conf 48 (vitual host A%X)
ssl.confQ https(SSL)2 At&st7| flal A= virtual host 222 hitp A8 221t

SEoiH s te2 249 oYy

(VirtualHost www_kisa.or.kr:443)

# General setup for the virtual host
DocumentRoot /usr/local/apache/htdocs
ServerName www.kisa.or.kr:443

ServerAdmin root@kisa.or.kr

ErrorLog /usr/local/apache/logs/ss|_error_log
TransferLog /usr/local/apache/logs/ssl_access_log

roatiTistGillipachefoont - Shell- Kansale 77 P 0 R p D R R
Session  Edit View Bookmarks Settings Help

</IfModule>J]

<IfDefine 55L=

=&

## 55L Virtwal Host Context

#

VirtualHost

ne
erveridnin ot - - -

S5L Engine Switch:
Enable/Disable SSL for this wvirtual host.

SSLEngine on

He

# SSL Cipher Suite:
& List the eiphers that the client iz permitted te negotiate.

|- seRT —
.F.z'|@ Shel| E1

@ sslconf &% (7| It QIZM AH)

=
ssl.conf MO M QUEAM mAu} H017| THQ| #IX|2t 0|55 LS| +FELICt,

OI=ZM MH : SSLCertificateFile /usr/local/apache/cert/(domain name) cert.pem
JHQ17| M . SSLCertificateKeyFile /usr/local/apache/certificate/(domain name)

key.pem

HOIMH 15 QLA



rlocaliapache’conf - Shell - Konsole
Session Edit View Bookmarks Settings Help

& certificate you can configure both in parallel (to also allow |3¢
# the use of DSA ciphers, etc.)
S5LCertificateFile fusr/local/apache/certificate/ -con_cert.pem

#55LCertificateFile fusr/local//apache/conf/ssl.crt/server-dsa.crt

&
#
#
&
#

Server Private Key:

If the key is not combined with the certificate, use this
directive to point at the key file. Keep in mind that if
vou've both a R5A and a DSA private key vou can configure
both in -arallel (to also alluw the use of DS& ciphers, etc.)
SS5LCertifi eyk flocal/apache)/

#SSLCertlflcateRevFlle fusrllocalf;apache{conf{ssl kev;server dea . key

Server Certificate Chain:
Point 55LCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternmatiwvely
the referenced file can be the same as S55LCertificateFile
when the CA certificates are directly appended to the server
certificate for convinience.

S5LCertificateChainFile fusr/local//apache/conf/ssl.crt/ca.crt

FEEEEEREEED

& Certificate Authority (CA):

[+

T
ﬁ
=

® & MY M-S
— hitpd.conf IO 2F 7+ Gl=X| &2
Jusr/local/apache/bin/apachect!
Syntax OK 2j1 Lte™ @27} oigLct

7|E OMIx| MH[A ST

Jusr/local/apache/bin/apachect! stop

- http, https &l AHE 5
Jusr/local/apache/oin/apachect! start Al3 3 0124 JH017| AT 225}
hito(80)Z} https(443) T MH|AT} Al

HobH 7 oA | 37
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fecallapacheiceificate - Shell - Kansake
Session Edit Wiew Bookmarks Settings Help

[root bin]# ./ apachectl startssl
Apache/1.3.22 mod_ss1/2.8.5 (Pass Phrase Dialog)

Some of your private key files are encrypted for security reasons.
In order to read them you have to provide us with the pass phrases.

[»

|Server ~com:443 (RSA)

Enter pass phrase:

COk: Pass Phrase Dialog successful.
./apachect]l startssl: httpd started
[root bin]#

mI@ Shell [;;

© OIHl SSL QIEMY HX |7t 2EEUSHCE IR 0ISstMM M| EH|o|XIS

1A FalloF of=x| Lot sLTt,
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2.3 Web2B AHO|M EAMH FZ5}7|
71 7H217| & H CSR dd &H

@ CSR H= o=
Web2B € MHC| & Z0 02/{0 bin 240 ‘CA HZHS Alstizio] CSRS AMEHLCE

C:WInaxSof t¥lebtoB4.1%bin>ca —newreq
Loading ’screen’ into random state — done
iGenerating a 1824 bit REA private key

writing new private key to ‘newreqg.pem’
Enter PEM pass phrase:
Uerifying — Enter PEM pass phrase:

You are about to bhe asked to enter information that will be incorporated
into your certificate reguest.

WYhat you are about to enter is what is called a Distinguished Mame or a DM.
There are guite a few fields bhut you can leave szome hlank

For some fields there will be a default value,

If youw enter '.’',. the field will be left blank.

"

Country Mame (2 letter code> [KR1:KR
State or Province Name <full name’> []l:Seoul

=5

Locality Mame <eg, city> [1:S5eoul

Organization Mame (eg. company? [Tmax Ltd]'-
Organizational Unit Mame (eg. section? []:-
Conmon Name Ceg, YOUR name) [1: N .con
Email Address [1:[N - o

EAE

od
Please enter the following 'extra’ attributes IH
to be sent with your certificate reguest zr
<
A challenge password []1: -n-o
An optional company name []1: I
Request Cand private key> is in neuwreg.pem (7|>
»n

C:WImaxSof tilebtoB4.1%hin>

% Pass phrase @ 7§%17] U E 2 SSL 7] uf &<l
3

% Common Name : 3@ ¢ Alo]EQ] Lol
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@ CSR =&

f----BEGIN BS4 PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEk-Info: DES-EDES-CHC,BE564E9CE AFBB 262

I 0gjdxGRE 7vS+ PNh OVEjoC BiFa ANIR) WkDpeadSo 7o VEWIYE WY SExIBz=0
ADEypbzvaToHHuDUSmb TdrSlopBJWAIDL] AEiDYamB0gSCdaC Zo vt ay/Slgic
ZitlzyL+kNMEIRz e SAEDLEB Lo P EFmu T H/LIVHYAD Az O 7NVIBe 1 YPaMac Bnl
zirdGyvzwodzL CmyvNynavyDEDFUl k2zP Wi | TkwkYRLonWhg | glmvalX/Cudy+ =M1
Kok YWPmALryNH/AmEgpOChZ/ 33+ s ACKUhXpm/NPWPIZaDS /M oliy Qe v 3w k.
/nx7qdCuGc7zugDiayYneotzeusug Zs2eC dG AKBALD W] WHDLSd a2 AvZ 2ySazESn

RFuRwg)iJR 7d et Vigivahl/uFrpc +aGIE e | eoVmmuzekULnkZweHizOIC | Ss 14

oy VoSEC THAD TydMNwhzhpl /S C 207t Shitn Zj Th Ve AWh O REWd MOukwtBc P
y3NDzeMHFLESCYVea TdelkFY/ s cg Gl23y ShejgJ54Fal We 7SOMyLG3BYRPRYZY
PHCA3ed4hJFoVfacGEie/kTE « YLbUSYhbwEHymo V7l e TUZZ /P 7AHEXaG TT

Dga0ch 2Ly OL 7E3TFO80 Stalydke rhHaS khiyP 64wl DEY K NEIE oL+ A0 S9T=T
ged7ADIrka/ASIVEg| T1 md OOFZEgNgWL YLD | XRCIEINgPyrm DFGC A==

----- EMD RS54 PRIVATE KEY-===-

————— BEGIM CERTIFICATE REQUEST-----

WMIByzCCATOCAD Awg YoxCz AIBgNYVE AYTAMSMO4WDAYDVOOQIEWWTZWIT hDEOMAWG
A1UEBRMFUZYvdWaDTALBgNVE Ao TBEWUGDEXDDAKBaNVBAS TANIDOZELMBRGAI LIE
fukSamisZWlucZinbhmdhdGUu Y29 SEwHwY Ko ZIhveatkBFh) g v2x ZUBza'Wdu
ZZF0ZS5h 20wa 28w D0 YKo Z IhwecNAQEBBOADgYIAMIG) Ao GEAN S/ MNgLI/EpiDke
OZnGo+wZ 013/ Kah30H xR+ 93 Tooxot 3FEpg AYWWEAZZ 1 vTHRa Th B cNOPyDZ cd

SCW2UydBAdSTO CVENmM WE O PZ XN GwAgMBAAGg ADANBgkghli GOWIBAQ OFAMOB g DA
OalgiMeRZKsP aDTHARO B AbvUSINkbBUCOS HIG+ ASLHw] » ZNCgEMb LEg ge0i0
m2Agi0wW1 FalwSaGkh FDAR Zketel vE 7Y TH B5e/ 38 Zmw] MBOla2mhUIl/ 2 280
JEHCEUBNGYCOoUOEISELUITiTabMt» 2/ 4R/ dy2/S0 ==

MM newregpemOil= (XS 3HE) 7H017|9F CSRO| ME 7L 8Hif| ZSHz|of Ql&LICt,
CSR gE&= Chsah gauUct

————— BEGIN CERTIFICATE REQUEST-———
MiByzCCATQCAQAWgGYoxCzAJBgNVBAYTAKISMQAwDAYDVQQIEWVTZWI1bDEOMAWG
ATUEBXMFU2VvdWwxDTALBgNVBACTBEIJQOEXDDAKBGNVBASTAOIDQzEbMBKGATUE
AxMSamNsZWUuc2InbmdGUuY29tMSEwHWYJKoZIhveNAQKBFhJa Y 2x1ZUBzaWdu

JSHC5UBNGVCOoUOESEKUfTi7a5Nt+2/4R/dy+2/SQ==

Ol
r
ol

QB7|Hol dg X0l wetd IEME 2ggLnt
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O
w
Pu)

o

r

Rl
0z Ol

od
M HE0E newregpem WA LS & ¢ F29 M2l 7[2f

|A] 2282 (domain_name).crtQ) LHES BHRA certpemO|2t Af 0|EC2

w

11
1z
13
14
15
le
17
1z
13
z0
z1
Z2
Z3
Z4
ZE
ZE
27
zZe
z3
30
31
32
332
24
2L
26
37
38
339
40
41
42
43
44

Proc-Type: 4,ENCRYPTED
DEE-Info: DEZ-EDEZ-CEC,S555BE4EQCELFSEZRZ

I eOg J0EGFETwI+TNhOVE JoCetFalNiX1MkOpead S fp e VEWIYEWYISEx LS5 =3B
4DEyphevE ToHHUvO TS Tdr SIgqpEIWATAL1AE i D Yams 03 CdgC 2 Vvl dy/ 3Tgfe
Z2ittzyL+kNMK1RzeS34EDLEELvewvPBkFru T3 £/ LIVIYADAzO7NYi6e 1VPaNacJ6nl
ztriGvewodzLinmwiyndivyDEDFulks ePUN I TRwEVELenWHMglog Ieve 1XJ/ Qulv+EML
EoEYUPmALr yNH/ 4wEgpOCk 2/ 33 d+s ACKThE i/ NF WP 1 2D S/ Mo 1 3V 0s£Q1iVHIve K

8JTgZvR1D/AltrepeviudogBnXibElJ4qaB4DEuhS09B00hIShLTENIvueTYiLEnR
RFuRwg] iUR7de £ TWVgSwol/ uF+yc+oGIEiXeleoVmmize KT Lnk ZwxHEz01C13s1E
OgyVoSGCTHNAATydNwhzhp 1/ S+E£fC 207 HE0XISMEnZ I Thive/ TThOREWANOukwt BoF
yINDzsMHFLkScWWENeaTde IKFV/ scqGI23ySMe JgJ 54FaIlIe?S0MyLGIBYPRYEV
FNC/ 13ed4hIFoVEiaoGOt,/ JKTE+YLbIOVhbwSHymgV7 176 +7 U2 2/ F+7AHE oG T T
Dg90ch2LyOL7ht837F0809tal vdkerhHa3 EkMyP 6/ kuJ D3t J9ENES4EoU+4033TsT
ged?ADIrKa/ ASfrveg i Tlnd00F ZEqovLTiUD 1XRCEEcngPyDF 6o A==

HIIEpjCCA46ghwIBAQIQRUrwlgVxeP6ZepunlLGEZDANEBgkoghki GOwlELQTF ADEW
HoswCOYDVOQGEwI TRTETNEIGAITEC hNLOWRKVHI 103 Qg Ix I AKBEoNVEASTHUF K
ZFRydXNOIEV4AdGVybnFs IFRUNCEOZERI LI Jr M3 IwIAYDVOODEx 1BEGRIcnVzdCEF
eHRlcmShh CEDO3ESheE SOME4 XD TAIND T ul z A4 D kx MF o XD TIwMD e MDEwN D gaOFow
gEMxC e AJBgNVEAY TAIVTOswC oY DVOOIEwIVWIEXNBUGLITEExNOUZFsdCENYWE L
IENpdHkxHI AcEgNVELOTFWRo E3EVIOVSVFIVUL Qg TV 0d2 9vazEhMESGAIUECx MY
aHROcDowL3d3dySle2VydEI 13 0uY2 9t MRewG OV DVOODEXIJVVEAgLSEEQVREBQZ 9y
cCETROMwggE iMAOGCSgGE Ih3DQEEAQUALA TED wAWGGEKLOTIEAQDE? 1gQoituWe 30
wySGCefgCASuK3oT1EuSSraljmUFkwievE,/ iD44 ZDRIHTEyto/ oucF jebvt WQhle
LlzwI94hulVz IxkFTobDnLS+1E1i8gYRCUt TSI v+8 ik 7FugacEyoy QYT AcPIT 5%

zBfAssD0/ I/ KSgVed 1 vpO4PVHYhD YCaCOFPE/ 1 edEpo+vEGER4pgr nHEH7EquFSC
BivsRiDRcovKEVELSe/ felShurElrgRMvEisaRilEve / reIv/NEfJUwSEaD luan3 AT
MyBIxEEvAgMBAAG ggEEMIIBE z Af BglWHIMECGDANGES v Zh 6L OmS / rEJ 1 TwA 73y
JHEUG ] AdEgNVHQEEFgQUUzLR=89/ +ubxoF2F TpLEnkUdt EGwDgYDVROP AQH/ BEAQD
AgEGMASGAIUAEWEE/ wQFMAMBAfSwIATDVRO LBERWF wYKEWYEEAGCNWoDAWTITYIZT
LTh40g0BMEEGAI VAL AOKNAgWEgYEVROgADE7BgNVHRSEADEYND i gNgADhi JodHR®
OiGv T3 JslnNvh TS khZNhLnNvh 39 ZGRUcnV edEVAdGVyinnF s00F 3h2 0Lyl DAZ
oDagloYwaHROcDovLZNyhC5ibe 1vaGiubnVOLOF KZF RydZNORER O XTI Y T DOVIv
b3 uT3iIsMAOGCIAgqGS Th3IDOEEEQUAL4ATEAQE Y hp IQsRP N7 A0Kr Vhi kP 1 XE40FN/ 3
allB/vxpxAAnVvIOk3r/ gk/8B2 AvGD+x+REywXfd8FJ38wb 02 hFv3g/ R341J7APxD
Gz+noljad/2880rk7ocwduSmirnsEo ARy v+ neLdEnU Y A9 K9 fqqe TS 29ab ITYPOGL
V1B+99Ww/ 21iZVEM11fD ]/ dg9sENNIf8TOP 12 V8o gqvaGeehfETHNE/ dugxPAOIGS
TEF+MOH]jiDekuZNvLomEaC sulmms EGHhTO4OnXI MO nkd vy MA IaW+UD 3 S0vHIPVO2Z S
AXGUDFoGC+vdlPASfeTumE ZqoMeCteidemVl1S tgOCL 23 uF ATt HynNE
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@ Config AH
SSLE 443 LEE A5 IR0 Y SAE LCE 5Lt =7f6(|0F &L ct,
Ofzf= SSLs MEAIZ! config THY Of LT,

*DORAIN
webtobi
+MODE
I5Test WEBTOEDIR="C!/TmaxSoft/¥WehtaB4. 1"
SHMEEY = 54000,
DOCROOT="C,/TmaxSoft/\WebtoB4.1/docs",
PORT = "80,843",
HTH =1,
MODEMAKME = "${MODENAME)",
LOGGEING = Togl”,
ERROALOG = og2
“WHOST
ssll
MODEMARME ="ISTest",
HostMamesTITest signgate.com”,
DOCROOT="C!/TmaxSoft'VWebto54.1/tocs",
PORT="443",
SELFLAG=Y,
Z8LMame==s1
=SVRGROUP
htrnlg MNODEMARME = "ISTest", SWATYPE = HThL
coig MODEMARME = "ISTest", EVATYPE = CGl
s5ig MNODEMAME = "ISTest". SVYATYPE = 58I
=SERVER
Fitrnl SVGEMAME = hitmlg, MinProc = 2, MaxProc = 10
cgi SYGHAME = cgig. MinProc = 4, MaxProc =10
sai SVGMNAME = gsig, MinProc = 2, MaxProc = 10
~SYRGROUP
himig MODEMAME = ISTest", SVATYPE = HTML
calg MODENAME = NSTest", SYRTYPE = CGI
=5ig MNODEMAME = "ISTest”, SVATYFE = 351
~SERVER
himl SVEHNAME = Mg, MinProc = 2, MaxProc = 10
cal SWGHAME = cgig. MinProc = 4, MaxProc = 10
=si SVENAME = ssig, MinFroc » 2. MaxProc = 10
=URI
uril Usi = Yegi-bin/”,  Swiwpe = CGI
CALIAS
allas!  URAI = Ycal-bin/, ReslPath = "C/TmaxSoftYWebtoB4, 1 /cgl-kbin™
~LOGGING
lag! Format = "DEFALLT", Filablame = ‘Ci/TmaxSofiWebiobd, 1iog/access.log"”,
Cplion = "sync”
logz Format = "ERROA" FilaName = "/ TmaxSofWebioB4a, 1/og/eror.log”,
Oplian = “sync”
Fss0
sell Certificatefile="C: meaxSthWEbhoBd stsl‘m:eﬂ Dem
#aCerlicateFile= 'E ADocuments and Semnuse’mmmusuamrm@ HAUATest Aroolza,
~EXT
i MimeType = texthitrml™, SwTups = HTML
al ! D

% Y|ER A KRS 2Ll A of sh | 24 AP w0} Qli= CaCertificateFile

A2 | HOLNH FE OHAA



Q@ Config ZItY

mQ%

SH= ROl TREL

Al g

Cf,

oll) wscfl = sample.m

8= sample.mﬂf 1S ¢ MHOIM AEE 4 AEE wsell HHAHE

AEot0

2087-82-12 H .
2087-82-12 H .-
2006-11-17 H manual.m
2887-82-12 H sample.m
2887-82-12 H wsconf ig

2086-11-38 H wsconfig ori
7 214,382 O}
223,637,584 Hf

C:WInaxSof tilebtoB4 . 1Wconfigiuwscfl —i sample.m
Current configuration:
Mumher of client handlewr(HTH>
Supported maximum user per node
Supported maximum user per handler = 975
CFL iz done successfully for node(IISTest{IISTest)>>

C:WInaxSof ttlebtoB4.1Wconfig>

® ¥ Abf 75
Wsoool HHOIS AS510] 12 2ok, QISA YATEN
SEEEERIEL V(=

v C:WWINDOWSWsystem32Wemd, exe - wsboot

C:WImaxSof t¥lebtoB4.1%hin >ushoot

WSBOOT for node{IISTest> is starting:
Welcome to WebtoB demo stem: it will expire 2887-82-15

: HTL is starting: 82,1287 1
WSBOOT: HTH is starting: B2,12-87 15
Current WebtoB Configuration:
Number of client handler<HTH>

Some of your private key files are encrypted for security reasons
In order to read them you have to provide us with the pass phrageg.

Server IITest.signgate.com:443 C(RSA>
Ent ] phra

HOMH 75
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© OIH| SSL 21BN &7t 22EAFHCL IF2=Z 0lSctHA dF| YH0[XIZ
&U

O1GA +FalioF of=X| Lot

Cf,
2.4 iPlanet MHOIN EAMH =517
7L 717 Ay 3 CSR ¢d E

@ Mtal oA M e
ofHol FEHA

M 22| o ZHEIANM EOIMHE F=otX} ot= ¥ MHE MEiStT
‘Manage’ HES SSLCH

7} Web Server Administration Server - Microsoft Internet Explorer
CoOEME) HEE) 22 BAFIL D ESTH

0= -Q HNRO LPudrowm @SBRSS

=)} @mtp:// /https-admserv/hin/indes

iPlanet
web Server Administration Server

Servers .‘.“'{Prefarances .“-"{Glnhalsattins ‘,‘-"{IJsersand Groups .“-"{Sacurit .“-""CIustErMmt

Manage
Servers

Add Server

Manage Servers

/
[ Manage

Server Root:/usr/iplanet/servers/https- Lar.kr
Hostname: .or.kr
Error Log: /fusr/iplanet/servers/https- Lor.krflogs/errors
User: nobody
DNS: off
&] Users and Groups ® 2UER B |

AL | RO TE OHLYA
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el
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HT
o
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Security Tabs 21 A% o F0A Request a Certficate’S ME4GIH LR

TR et

@EE@WE@@

> Eox - e [er—
IRE BIE YA SASAW SID SEEH

G- © BEG P @ @A E-LURSS

ape-ereree S oo bosbiniodess

¥om oan algo see & L1at of availshle certifioats anthorifies.
Susmdt ta Gartificats AmaoTity wia:

2 ¢n Enats naarere: NG sk

O oa wRL r

LeLAOl The EAGILE L6 UES MITE TRGS CRAEITLCALS.

Cugptageaphle Wadulei waprad =

Koy Pair Tile Passsrd:  Sessssss

requesting a certificate, you should read the geeraew of he certificabe L s, and then go through the
;Lenro,us Sittre o erenting o cormact stk noms which you shoukl enter below, Fon wib oo pererate the
praper authosization ketter that you will use b mlﬂﬂ\iﬂ.ll certilicate from a certficaton authoritg.

Eequesior nae: Farva Ireraten Secaty Sguray
Telrphens rember (U

e

8 Sk

Ussior & ME= oSt ZaUnh (a9 ¥ &)
— CA Email Address : &2|Xtel o|HY FA
-

— Key Pair File Password : 22| I{AS

— Requestor Name : 3|AlE

— Telephone Number : Zt2|Xto] HMaitHs
— Common Name : #AMH9| FA

— Email Address : #2|Xte| O|HY F4
— Organization : 3|AfH(Full Name 2)

— Organization Unit : 23

HObMH 7= ohN | 45

"

tMH 753
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— Locality : A
— State or Province : A
— Country : KR(CH3H2I=2)

@ CSR A

OK' HES MEfoHH Ci3at 22 FEIH Y8EUCh CSR WES B 7120l
M= SFoiAL USM LYsHH| 20 22 = ¢SM L¥s Tdst Ut

Your certificate request has been sent.

When the response arrives, you can use the Install Certificate page to put it in place.
A copy of the certificate request has been saved in the file:

StmpSmailtmp . 18623

Toz Bkisza.or ke
Subject: CertifFicate request
Email : Ekisa.or . ke
Webmaster: Bkisa.or . kr

Phone : B2H05

G0 MmO — e S R -or . kr

Email = Bkisa.or .kr

Organization: Horea Information Security Agency
Org-unit: Korea Internet Security Center
Locality: 78, Garak-Dong., Songpa-Gu

State: SEOUL

Countryuz KR

----- BEGIN HEW CERTIFICATE REQUEST-———-—

I TER jCCAUSCANAWIDEXCZAJBgHUBAYTAK CSHOLWDAYDUNDTEQUTRUSUTDELMCAR
NTUVEBxMZHzgs IEdhemFr LURvbmecs IFHebmdw¥ STHATEQHEgGATUEChHh S 2002 WEQ
EWSmb3JEYXRpb2hgU2V jdXJpdHkgQWdlbmHSHE cwJOYDUQOLEXSL b3 J1YEEJbRRL
CMS1ACET ZUNIcRl BeSBDZWS 02X [ TAXBgHUBAMT EHdSdySrenilenfub 3 luad T
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C:WWINDOWSWSystemdZ2Womd. exe

(a2 3-12) CMD command Al&f 2

>

@ Cts HIAO| SSL SAE 5i|lH0fl et SecureBindingse| MIEMH|0|A &8s A6 |
0

QUM Ofzhet 22 Bl B
cscript.exe adsutilvbs set /w3sve/(site identifier)/SecureBindings ":443:¢host header)"
* (site identiiier)= ZH|QIO] AIHX} HS

* (host header)= YAIOIES SAE &

*(ag 3-13) 1

Q@ (22 3-13)9 HE E7| YoM AE — m2a2 — A2 — Internet
(I

Information Service (IS) &2|Xf £ 48

t Internet Information Services {IIS) Manager

‘f‘g Fil=  Action Wiew ‘Window Help

co | AE R[22 50

?.5 Internet Information Servic | | Description Identifier Stake Host header walue
-8 %3301 {local computer] Defaulk Web Site 1 Running
- ) FTP Sites Qsp. Lcarm 101603465 Running sp. : carnm
B RDDllcatlﬂn Pools 8 tect7z ok 1016806534 Runining best72. .ok
Les B o b 1054817095 Running cokr

Derault web 5t & Testo: 1056752962 RUMNing testO1 cokr
1| 6 Testoz 1056752983 RUNNINg test0z ok
0| i Testoz 10567520984 | Runining testOz M co kr
4 Testol Qtestu‘t 1056752933 Running testDd . co.kr

4 Tectoz gsp2.test99.com 1056752993 Running sp.best99.com

3 Testns gsp3.test99.c0m 1056752994 Running sp3.test93.com

T & sp4 test99.com 1056752995 Runining sp,testa9,com
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T2l A I H2MXE7} (Ste dentfier)0| D S S W2 AKX} ¢host headenQ
L| C}. (Site Identifier)= AIABI0] 2fshA X522 ROZH, (host header)= SSL

SA2 NEET 0 ASSHE =00l FAUUC,

ofgf (I 3-14)= (A 3-13)9 test03.xxx.cokr0| 4432 AF25H7| YsiA
SecureBindings Of|EtH|0[AE £42 Hdsk= nFgLCH

+|Command Prompt

Microsoft Windows [Version 5.2.37981
(GC» Copyright 1985-20@3 Microsoft Corp.

C:WDocuments and SettingsWhkimlcscript.exe adzutil.uvbs set Auw3svc/1B56752984/Sec]
ureBindings ":443:test@3. .co.kr"

(22l 3-14) SecureBindings MIEMHO|A =7}

(a2 3-14)8 Ao 2 423li5HH testO3.xxx.cokr0] 443 ZEO| binding & LICH.
1 ZuE (a8 3-150MMF IS Xt HQIHES, testO4.xxx.cokrit
0]

esl03xxx.cokr0] Yot S4IS floiM &2 443 ZES MEsl1 UsS =AY
= UL
Description | Identifier | Skate | Host header value | IP address | Pork | S5L Por =
gDeFault web Site 1 Running * all Unassigned * 80
5 .com 101603465 Running sp.j .com * Al Unassigned * 80
Q best72, Lcoukr 1016806534 Running test72) cokr * Al Unassigned * 80 —
Lcoukr 1054517095 Running : cokr * Al Unassigned * 80 %
Q Test01 10567529682 Running test01) cokr * Al Unassigned * 80
Q Test0z 10567529683 Running test0z ) cokr * Al Unassigned * 80 -
Q Testod 1056752954 Punning test03 e, cokr * Al Unassigned * 80 443
Q best0d 10567529688 Running test04 . cokr * Al Unassigned * 80 443
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[I-—— cookie.php ——]

[?

[IYSSE QIet =712k &Y

$iv = merypt_create_iv(merypt_get_iv_size(MCRYPT_RIJNDA
EL_256, MCRYPT_MODE_ECB), MCRYPT_RAND);

/[i=E Het7|

$key = "jdngbjidpfe519f2dkdh3kdhabc35dfcd";

/[EXtEe| Y3t

$cookietext = "securityserver";

$cipher = merypt_encrypt(MCRYPT_RIUNDAEL_256, $key, $co
okietext, MCRYPT_MODE_ECB, $iv);

/177148

setcookie('username’, $cipher, mktime(0,0,0,11,11,2008), "/login
.php’);

?]

PHPO| M= merypt_encrypt(8t4-2 AR50 27|12 253} gt B Iniial Vector(V)

SdMet ASslof MEY 71 YoE XIFFUCE 2|11 merypt_encrypl(felS AFEadt
= #7I1E Y33 g€ 4+ UsHLL

F71E2 =38 of2{H merypt_decrypl()&4S Ar&stH EUCH BA Initial
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[ login.php ——]

[?

$iv = merypt_create_iv(imerypt_get_iv_size(MCRYPT_RIJNDA
EL_256, MCRYPT _MODE_ECB), MCRYPT RAND);

$valid_user = mcrypt_decrypt(MCRYPT_RIJNDAEL_256, "jdn
gb5jfdpfe519f2dkdh3kdhabc35dicd”, $username, MCRYPT_MOD

E ECB, $iv);
echo (‘$valid_user H0| H&sHELICE );
?]
OIME F712 YSstottd M&stH FIIE ot JRIFES FE2 Y2 + UL
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3. Y ARMH|A HSHHS| DAt

dsAE MHIAS 0|85t Rl UAMZEE ECMH F20] tieh 227F 502

t 248 MHA XSTHE tal 22 AgES 12610 EANHE F=6f0t E”—IEL
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3.3 SSL MH|A 7ts Off

D MHZEIS AEQ 32
IS AL J7|2Xo2 H5 SSL MHIAE HMESot=E 740 UELCH

@ MH7} Apache AEO!l AL
Apache ME{0M SSL MHIAZ HZ5H7| Plall = #EA| mod ss0] HXIE(0f 2L0{0}
MH|A HMZ0| 7Hs g,

ST MH|A S0 Apache HH-IOH mod_ssl0| AX|E|H AU=XIE hitod —| SMHE ALRSHK
mod_ssl.c E= mod_ssl.so 7t UEX| 2ol5ta, B mod ssl0] AX| =0 QIX| LCtH
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e/bin/httpd -I

(22 5-3) mod_ssl AX| ol 51H

SSL A9 B2t QIS ME IEM 477 SAE FXTt OfH MOIE 2XITL
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2molx] +F EE L Al

Usat Sbls ob7| LM BeF T2ESS SEol= W2 OSLE Program A0S 712(X
o B SUBLL, 1 0IRE Y5 SA2 6| Y3 MBsls B20| S OsH
3 Program 210{0] 2IEGIX| O, BE7F BEOE AIBSIE HTML ©10{0]7] BTt

1.1 Ha mlo|x] g=elst7]

@ hitps Z2EZE SE6}7]
oozt ZHIZ OfhE

g 4 2US B2 0 gL o 250k Z2EES hitp://0M hitps://2
z J

if (3time3 == $timed) ¢

echo ™

<p><a href="http://mowpoge.co. kr/zboard/view.php?id=not
desc=asc&no=%no’ target='_top'»<{font size=1 color='silwv
tnew:t-><{fa>{fp> ";

¥ else {

echo "<p><{a href="http://mowpogs.co.kr/zboard/view.php?
adnum&desc=asc&no=%no' target='_top'><{fFont size=1 color
4
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@

if ($time3 == $timed) {

echo *

<{p><a href="https://mampgn.co.kr/zboard/view.php?id=notj
tdesc=ascikno=%no' target="_top'><font size=1 color="silwve
Iinew: - faxdfpr

¥ else {

echo "<{p><{a href="https://En 0. co_kr/zhoard/view_php?]

eadnum&desc=asc&no=5no"' target='_top'><{Font size=1 color;

?

(18 6-2) hitps ZR2EZES $5517| Yot HTML AATC
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(22 6-3)2 Apache MHOIA Redirect XIAXIE A hitp://testcokr L=
hito://www.testcokriE SEHE AIRXAIE ZHZ https:// www.testcokrZ 2|CHO[2IMA|
AM Ysst Shlots oYL

<UirtualHost test.co.kr:88>

ServerAdmin zmnkh@test.co.ky

ServerMame test_co.kr

Serverflias www.test.co. ke

DocumentRoot fhome/manpage

CustomLog logs/test.co.kr-access_logq common

Redirect / https://www._test.co.kr/
<fUirtualHost>

(a2 6-3) Apache MHO|MS| Redirection

& Of2 g o 2= OSLt Web Programming $102] S50f AQlo| 25 25Xo=2
AN&otz HTML tagE 0t o=zl 0T ZRU ML ME0| 7ts5ts| W20

7t B0l ol8En RAsLCt,

O Ls

ror

(2 6-4)= YH|0|X|2] index.htmlof|

FO| AATEEZ FIISIOZM hiip://URLE
H&ole AEAES SAIZ httes://URLE 2|Cto[=dok=

oL,

Kmeta http-equiv="refresh’' content="8; url=https://ESs sy co.kr/findex.html' target="_top'>

(12 6-4) HTML TagS 0|23t Redirection

F12F 20| Meta EI2E 0[&0ts &9, 1= ke dtots oid0| LB | t20| S5
Javascriptg 0|=st7|= gt
Meta tagE 0|8t himl Redirection Bt SUGHA|, MEXIE0| YU&otA H&otes

http://www.test.com@| index H[O|X[0]] Ao =&, AFZAIS0] = HotA hitps://2t=
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Z2EES 50| X1l A Qote, 22t PlcllM Yf=st 4101 HE& hitps://

www.lestcom@ 2 2|Cto|2lMa) A St

{script>

var url = "https://fwuw.test.com';
window.location.replace({url);
{fscript>

(a2 6-5) Javascripte 0]&3t Redirection

1.2 HO|x[E ¥=zslst7|

Ho[X|E

Of
O
oimeiE 1A% 2 200 OlL! B2 FIAR 20IKIE ARlEll eiEele 248 PRI

2 (A8 6-6)2 MOIEQ| bilF £2 OIYLICE 01 & M2 2% & TP HiwS

E"E'om 0l5= of hitps7h 2 S0 MH{2F S210[AELIS] 40| Y2 oE0] TS

QA" HiFS 225t 0/S5IH o7t SEE01 M2t Z210|2E7He] S40] BRo=
7

O|FO0XIH of= YHEs Zor2AsLct,

e (AW A3t & TIP|| 24 62 |[Q&A]l diez=

(ag 6-6) WOIXE Lz iy O

H
n
1o
-
n
m2
%
4T
HT
Of
S
rE
=
m2
A
=
:Oll__l
oft
_O'h
rir

(7Y 078 #f ol 2zl &
20| B IR0 DS 225101 015 €
Y RES BT RO 0w E 2245104
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<map name=""ImageMap1™>

{area shape="rect" coords="193, 74, 249, 90" href="onlinebook/online_ht
m' target="main">

<area shape="rect" coords="267, 75, 481, 89" href=""https://mmgau._co.k
r/zboard/zboard.php?id=lecture” target="_top">

<area shape="rect" coords="423, 73, 479, 89" href="https://mampage .co.k
r/zboard/zboard.php?id=problem” target="_top">

<area shape="rect" coords="497, 73, 537, 89" href="http://8. oy .co.kr
/zboard/zboard.php?id=qna" target=""_top">

<area shape="rect"” coords="555, 73, 689, 89" href="http://B 0 0 -co.kr
/zboard/zboard.php?id=down"” target="_top">

<{area shape="rect” coords="679, 5, 717, 23" href="index.html" target=""_
top™>

(12 6-7) HOX|E Y53t Oy B0l AATE

O|gA HoIX|g2 Y=alrt HEE MO|EE YediEH, (Ag 6-8)1f €2 1S

=
2L == 971 AsHCL

=

ofy,  OLHOZIE 208 320 80T o2 g28 515
o ot AALL
ROIE|IA 2 H2E EATHAIZELITN
[ men | oo | [ 3 EsEm
(23 6-8) 8sLO| HBE moIX| FuF
0] Z1Fo| == A2 Ysa LS FXI6h| Hoii= BHOXILC 2E URLS| S50

htips://2 OIF01X0F oiLt, hit:// & EZ S4lE #et &HO[X] URLO| Ze=|0f ltt=

As oojgucy.

0]X] £42 2 (Ag 6-9XE Y=st oHE o2t

00| LUEH= U
BlIM DFX| UB57} SIX| 42 B2 NE2 HOJED} HSEIRIS JAR) M2telxet #Ho|
X2t A= HOJEZ 2 4 Yl thid-parth E2 01B51A QI8 B (32! 6-10)2t
20| Y35t S40] 020D YTt %S U 4 YUaLct
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(%)
S ] m Em

ZZ2ES HIZF 2= HTTP

=R MEE =215

S 2bE st OF =

= A hitp s/ e, co.kr,

(ALY psifs [N 4

37 AMEE = BIE

OIS o ASE & 218

~EHot L MEE =25 SIEMIC)

L =2 J =z ][ =sw

(3% 6-9) hitp BE A F47t &= HH0|X|9 &4

‘35535 byvtes (36228 encrypted) received by 10,30,100.50:4103 in 18 cF Q Find B@ Export |

(28 6-10) hitpsS S8t Y&st EA

ag 6-11)2 (ad 6-10)2] Zuet dlwsty| et Ysst =X 42 = Stlihtp)
HES LEHH JEYLCE

Q Find [& Export ‘

‘6528? bytes received by 10,30,100.50:3315 in 9 chunks

(1 6-11) hiipE S8t BR S

SIXIZF (2 6-8)2 20| Y0l Lot =T, Mt i8S 221 EA0|E0

o
H&ote ASAS0A 22101 =1t X fitks 2tls & = UL EoF ALARl Hugyge
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2 QM SHl & 4 U282 715X Lo L== ¢ HOIX| el 2= URLES hitps://
2 HFE Aol 54
Y Hiid22 sSolke 40| OfLlet, YiiE22 S56k= A0|2HH AAS HEGHK|

ey, 3f HHo|x|e] 28 THMCZ Jlasts
ZAo|2, %*EH@EJ L7t oixll U= /XIS 7IEC2 W7t BO{EDAL =2 Wt 710kt h=

1 o] Z20lE hips 2B BAS RIS AATE 40| Hog

o
T U2 ZR0l= hitps 23 S4IS & 4 S5 URLE hitp0llA hitpsZ HFHF0F °H2f
or HIYER| %2 FR0il= (28 6-8)nt 20| ATF0| A FCf,
40911 bytes received by 10,30.100,50:3434 in 19 chunks ), Find [ Export
a0 href=", fonlinebook/onlinebook htm” target="_top">
89" href="http:/’ co,krzboard/zboard, php?id=lecture” target="_top">
89" href="http:/s .cokrfzboard/zboard,php?id=problem” target="_top">
89" href="http:/s .cokrfzboard/zboard,phpfid=gna” target="_top" >
89" href="http:/# .cokrfzboard/zboard, php?id=down” target="_top"> =
3" href=", /index,html” target="_top"> w
< | ¥

1.3 Z2E e=zslst|

SSL2 0188 HOILE(443)S HH|0X|o| HE5l= HHE UM ANGIRELICE Hadl
httpS hﬂpsitﬁ HHEOIH 2OIHES 0[86M Y=t S4E & & UNMSUDE

olX|2, =20l AE AHO[X]e] ZR0l= ALt MEok= A0 T=7| =0l AJkst

B - —
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Xt g 22 Yol HEE HO|XIS OlSotH Y= atE Ho|X|2t v st HoIXIE

M A|L2|es= (a3 6-12) 20| YH0|X|(index himl)o| ZHISZ & 74| H[0|X|
fopmenu.htimZ} mainhims S2{2= AATCI} QIS I AATCO| URLE (22 6-13)%}
(I8 61X HASHD @ H2tRX0|M hipQt hitpsZ2 212t S5US [M] ZuE AHE
X} Lo

<html:

<head>
<meta http-equiv=""content-type" content="textshtml; charset=euc-kr">
<title>SSL Frame Test<{/stitle>

</head>
<frameset rows=""188, 1*" border=""1">

<frame src="http:/f1lab. .co.krftest_ssl/topmenu.htm™ scrol
ling="yes" name="top" namo_target_frame="main"">

<frame src="http:/flab. .co.krftest_ssl/main.htm” scrolli
ng=""yes" name=""main">

<noframes:

<body bgcolor="white" text="black"™ link="blue" wvlink="'purple” ali
nk=""ved">

<p>SSL Frame Test2| 0| & HLUICH. <or> QIHO|RE 22 Halld=
ZHEE =7 = B E2AFHI E oL
</body>

<fnoframes’
{fFrameset’> =
<fhtml>
LAY
110

(ag 6-12) =0

HH
DW
rl-ﬂ
II*O

U Of X

H|0|X|

2l
=
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<html:

<head>

<meta http-equiv="content-type' content="text/html; charset=euc-kr">
<title>SSL Frame Test</title>

</head>

<frameset rows=""188, 1*" border=""1">»

{frame src="https:/f/1lab. e O KEStest ssl/topmenu. htm'™ scro

11ling="yes" name="top” namo_target_frame="main">

{frame src="http://lab. -.co.kr/ftest_ssl/main.htm" scrolli
ng=""yes" name="main">

<noframes>

<body bgcolor="white" text="black" 1link="blue” wlink="purple™ ali
nk="red">

<p>SSL Frame Test2| | O|A| 2 L|Ct. <br> O|HOIAE 22 H3lMd=

ZHEUE =7 U= 8 22FAO E gL e

<fbody>

</noframes>
</Frameset>
</html’

(a2 6-13) topmenuhtme hitpsE S=56}7|

(O3 6-14) topmenuhtmz} main.htmS hitps2 =517
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@ BIYZst EMNP)E 0l88HA SZ57]
(O 6-15)= topmenuhtmzt manhme 25 (12 6-12)2] AAS 0|23M 555t

YL 0] ER0l= 2E YUt YSeEX| 1 (A 6-16) 20[ a2 ==F

Lct,

§ 7000 [&] hitpi/dlab cokiftest ssly ~|Bos

Frame 1! Top menu

Frame 2 Main menu

(a8 6-15) HYS 3t HOIX| SE5t/|

interface: namifw (211.[77 ¥ B/255.255.254.8)

Filter: ip and { port 80 )

M

T 211. Wiy185 -> 211, 88 [AP]

GET ftest_ssl/ HTTP/1.1..Accept: */*__Accept-Language: Ko..Accep

t-Encoding: gzip, deflate..User-Agent: Mozilla/4.8 (compatible;

HMSIE 6.8; Windows NT 5.1; .HET CLR 1.1.4322)..Host:
..Connection: Keep-fAlive....

EE:]

211 88 -> 211. 4185 [AP]
HTTP/1.1 280 0K..Date: Mon, 26 Feb 2887 @7:22:59 GHT..Server: Ap
ache. .X-Powered-By: PHP/4.3.8. _Keep-Alive: timeout=15, max=98..C
onnection: Keep-Alive..Transfer-Encoding: chunked..Content-Type:
text/html....27c..<html>..<head>.<meta http-equiv="content-type
" content="text/html; charset=euc-kr">.<{title>SSL Frame Test<{/ti
tle>.</head>.<{frameset rows="188, 1= border=""1">. <frame src=
“http://lab.firewalls.co.kr/test_ssl/topmenu.htm™ scrolling="yes
" pame="top" namo target Frame=""main">. {frame src="http://la
b.firewalls.co.kr/test ssl/main.htm” scrolling="yes" name="main"
> <noframes> <body bgcolor="white" text="black" link="'bl
ue” vlink="purple” alink="red">. <p>SSL Frame Test.. ...... -
..................... <Apr. </body>. </noframes>.<{/Frame

==

211. 4186 -> 211, 88 [aP]

GET /test_ssl/topmenu.htm HTTP/1.1..Accept: image/gif, image/x-x
bitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/und.ms-excel, applicationfund.ms-powerpoint, applica
tion/msword, =/=_.Referer: http://lab.firewalls.co.kr/test_ssl/.
-Accept-Language: Ko..Accept-Encoding: gzip, deflate..User-fAgent
: Mozilla/s4.8 {(compatible; MSIE 6.8; Windows NT 5.1; .MET CLR 1.
1.4322). Host: ..Connection: Keep-Alive....

=&

211 Be -> 211, 4186 [AP]
HTTP/1.1 2080 O0K.._.Date: Mon, 26 Feb 2087 07:22:59 GHMT..Server: Ap

ache..X-Powered-By: PHP/4.3.8..Keep-Alive: timeout=15, max=99..C

(12 6-16) HTTP $&A| 80 ZE ZL|HZ Zut
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[feozs (18 6-13)0 AATEE K250 topmenuhtmPtS hitps2 552
ol 49YULh

(D) | 4] http:/Aab ;oo krftest_ssl

Frame 1 Top menu SS L

Frame 2 Main menu

(a2 6-17) topmenu.htmat

ZYs 0l8sHM 2=cl= 0= ol (A 6-18)1t 20| YS=et=X| &

index html (4|ZEtA)Q| LIt mainhtm2] LHEPH0| 80 ZER HIAE M&E

FTF
N
mo rir

2013t 4 QLT topmenuhin®] LIS 253 TAE7| H20] BL HaE= 80

Q&L
ZEMM= HES & + gLt

m|211. =88 -> 211. 4188 [AP]

HTTP/1.1 288 OK..Date: Hon, 26 Feb 2887 B7:24:28 GHT..Server: fAp|
ache..Xi-Fowered-By: PHP/4.3.8..Keep-Alive: timeout=15, max=188..
connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
: text/html....27d..<html>..<head>.<meta http-equiv=""content-typ
e" content="text/html; charset=euc—Kr">.<title>SSL Frame Test<{/t
itle>.<{/head>.<{frameset rows="188, 1=" border="1">_ {frame src
="https://lab.firewalls.co.Kr/test_ssl/topmenu.htm” scrolling="y

es” name="top" namo_target_frame="main">. <frame src="http://
lab.firewalls.co.kr/test_ssl/main.htm” scrolling="yes™ name="mai
n>. <noframes>. <body bgcolor="white" text="black™ link="
blue™ vlink="purple” alink=""red™>. <p>8SL Frame Test.. ......
....... <br> - [
.......... - </noFrames> (!Fra

meset) -<Fhtml>____B___.

i

m 211, 4188 -> 2141, 88 [AP]

GET /test_ssl/main.htm HTTP/1.1..Rccept: imagesgif, image/x-xbit
map, image/jpeqg, image/pjpeq, application/x-shockwave-flash, app
lication/fund.ms-excel, application/und.ms-powerpoint, applicatio
n/msword, */*..Referer: http://lab.firewalls.co.kr/test_ssl/..Ac
cept-Language: ko..Accept-Encoding: gzip, deflate..User-Agent: H
o0zilla/s4.8 {compatible; MSIE 6.8; Windows NT 5.1; .HET CLR 1.1.4
322)..Host: lab.firewalls.co.kr..Connection: Heep-Alive....

=&

211,00 B rmse > 211. = 4188 [AP]

HTTP/1.1 288 OK..Date: Hon, 26 Feb 2887 B7:24:28 GHT..Server: Ap
ache..X-Powered-By: PHP/4.3.8..Keep-Alive: timeout=15%, max=99..C
onnection: Keep-Alive..Transfer-Encoding: chunked..Content-Type:
text/hitml....77 ...<html>.<body>.<{table width=188% height=188%
border=1>.<tr><td>.Frame 2 : Hain menu.</td></tr>.</table>.<{/bod

y>.<fhtml>. 8. ...
Hexit

(12! 6-18) topmenu.htm?| L0t A5ot=l DL|EZ AT}
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OfX|Eto 2 (T2 6-14)2}F 20|, $&6H= indexhimiS XM|QlotT P& =L

0|XIE
50|

=0
o

hﬁpS% %SH)\_I é%éf}” = 740()“'_ O|‘EH9} | Indeth|o| LHOI_ %‘E‘ =

2|7, LHX| topmenu.htmzt mainhtme 2

0i5 5 T|ojA] MAEL|CH

(01| ] http://1ab co,krftest.ssl/ v Bos

Frarme 1 Top menu Ss L

Frame 2 Main menu SS L

(22 6-19) topmenu.htmt mainhtmS hitps2 S =5}7|

in
Fi
idis
T

i

terface: namifw {(211.™® ¥ B/255_255 254 @)

1ter: ip and { port 89 )

#HHH T

211. 8 - 211, 0 080 [aP]

GET /test_ssl/ HTTP/1.1..Accept: */*__Accept-Language: Ko..Accep
t-Encoding: gzip, deflate..User-Agent: Hozilla/sh.@ {compatible;
HMSIE 6.08; Windows HT 5.1; .HET CLR 1.1.4322)._.Host: lab.firewall
5.co.kr..Connection: Keep-fAlive....

211 o roen —> 211 41908 [AP]

HTTP/1.1 288 0K..Date: Hon, 26 Feb 2887 @7:26:85 GMT..Server: fAp
ache..i-Powered-By: PHP/4.3.8. Keep-Alive: timeout=15, max=188..
BunE@ctiun: Keep-Alive. _Transfer-Encoding: chunked._Content-Type|
: text/html....27e. . <html>..<head>.{meta http-equiv=""content-typ
e" content="text/html; charset=euc-kr">._.{title>SSL Frame Test<{/t
itle>.<{/head>.{frameset rows="10808, 1% border=""1">. <frame src|
="https://lab.firewalls.co.kr/test_ssl/topmenu.htm" scrolling=""y
es” pame="top” namo_target_frame="main">. {frame src=""https:/
/flab.firewalls.co.kr/test_ssl/main.htm” scrolling="yes" name="ma
in">. <noframes’. <body bgcolor="white" text="black™ link=
"blue" vlink="purple" alink="red">. {p>*SSL Frame Test.. .....
f e <br> ooo...... fhes memammmss eeeamaaa

f e emmssmssas mEsmmsse=as LAp>. <fbody>. <fnoFrames> <!Fr
ameset>. . <{/html>....08....

i

ftitexit

(22 6-20) indexhtmle| L0t FLEEIE Za}

HOIME 75 QLA
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Sl(htips)S 018

A S =ot7]
%

=
=
my
S
ol
MU
njo
[e]]]

22 XS 0I83HAM htipsE 018aHA (28 6-1
g DS ZE5HT QM= indexhtmi& URLE hitps2 é%% ot ===, gy
AS37F E|{X|T, topmenuhtmzt mainhim& (22 6-12)(a2 6-13) (2
6-14)2F 20| =3} XE 0201 M2t B2 sS4l E= Yt S410] O|F0IFLCE
(07 |&] httpsi//lab cao,kr/test_ss|, v| 0=
Frame 1 Top menu
Frame 2 Main menu
(A8 6-21) htipsE 0|88 &
finterface: namifuw (211. ] 254._8)
Filter: ip and { port 88 )
i e
m 211.9= | Wiy183 -> 211.00= TUE N80 [AP]

m

]

i 2 ]

ftHexit

GET /test_ssl/topmenu.htm HTTP/1.1..Accept: image/fgif, image/x-x
bitmap, image/jpeg, image/pjpeg, application/sx-shockwave-flash,
application/und.ms-excel, application/und.ms-powerpoint, applica
tion/msword, =/=._Accept-Language: ko..Accept-Encoding: gzip, de
flate..User-Agent: Hozillas4.@ {(compatible; MSIE 6.0; Windows NT
5.1; .MET CLR 1.1.4322)..Host: ‘. .Connection:
Keep-fAlive....

211. NoImi:ge -> 211, 4183 [AP]
HTTP/1.1 288 0K..Date: Mon, 26 Feb 2087 87:21:34 GMT.
ache._X-Powered-By: PHP/4.3_8. _HKeep-Alive: timeout=15, max=188..
Connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
@ text/html....76 ..<html>.<body>.<{table width=186% height=180%
border=1> . <{tr><td>.Frame 1 _: Top menu.</td></tr>.<{/table>.<{/hody
>.</html>y. .. 0....

.Server: Ap

211, D418y > 241 .Fmm rem mme 80 [AP]

GET /test_ssl/main.htm HTTP/1.1..Accept: image/gif, image/x-xbit
map, image/jpeqg, image/pjpeg, application/x-shockwave-flash, app
lication/und.ms-excel, application/und.ms-powerpoint, applicatio
n/msword, =/x__Accept-Language: ko..Accept-Encoding: gzip, defla
te..User-Agent: Mozilla/s%.@ (compatible; MSIE 6.8; Windows NT 5.
1; -HET CLR 1.1.4322)._Host: ‘..Connection: Ke
ep-Alive....

211 00% CUE D80 -> 211 14184 [AP]

HTTP/1.1 288 0K..Date: Mon, 26 Feb 2887 B7:21:35 GHMT.
ache.._X-Powered-By: PHP/4.3_8. _Keep-Alive: timeout=15, max=188..
Connection: Keep-Alive..Transfer-Encoding: chunked..Content-Type
: text/html. .. .77 ...<html>.<body>.<{table width=186% height=108%
border=1>.<{tr><{td> .Frame 2 : Main menu.<{/td></tr>.</table>.<{/bo

-Server: Ap

HOIMH 715

(38 6-22) hitos S=A| 80 ZE Z2LIHE A1t

QM
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D EA0| 0|2X|7| 20 80 ZEE ZLIHE 5l S 2220 1 W&0] H0o|X|

X8t indexhtml QHof| Y= ZHUS S5 hitp=2 SE 8 topmenu.htmZt mainhimS
hitps EA12 E8iA indexhimlS SEMX|TH HRoz EAO| T= AS &0ls 4~

UELICH,

(g 6-13), (AT 6-14)2 AAS L= LYOR HAE S{2H, hipz SEE 2H|0[X|
7

= Y28 40| O|RUXIX| ¢ Rl= AE & + UsHDL

0|2 20| Z2¥YS O|SofH, 220 w2tA
Azt MELX| o= B0l &

OfF2 @ E2t2M0M htipsE 018aliA 255 ?ﬂ(HE EEH%IQE =22E THIOIIW
htto 45 7HX11 S ER0l= Y327t =X 21 2| =20] Laligh 4~ U
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e ID e ID
=% =19
© PASSWORD 2 PASSUWORD

(script language="JavaScript") (script language="JavaScript")
(1= (—
function checkLoginForm1() { function checkLoginForm2() {
var f = document.forms['LoginForm1"]; var f = document.forms['LoginForm?2"];
//otolc| = HAk //otolC| = HAL
if( f.memberlD.value=="" )} if( f.memberlD.value=="")}{
alert('0t0|CIE UHSIMIR); alert('0t0|CIE YHSIAIR");
f.memberID.focus(); f. memberlD.focus();
return false; return false;
} }
/HIUHS 4 HA /[HIEHS 2 HA
if( f.memberPW.value==""{ if( f.memberPW.value=="){
aert('H|ZHSE USINR"); alert('H|YHSE USSR,
f.memberPW.focus(); f. memberPW.focus();
return false; return false;
} }
f/4 /4
f.action = if ( £.SSL_Login.checked ) {
"hitp: //login.your—domain.com/login1.html; [/EOHEE w3 EHE
[/ EEE HIMS mo HM
f.action =

"https://login.your—domain.com/login1.html

} else {
[/EAHEE HIASHK| AUS me WM
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return true;

}
=
( /script)

( form name="LoginFormi" method="POST"
onSubmit="return checkLoginForm1();"

( table)

{tr)

(t)Oto[C[(/td)

{td)(input type="text" name="memberID"){/td)

(td) {/td)

{/ir)

{tr)

(tdpHI P S (/d)

(td)(input type="password"
name="memberPW"){/td)

{td){input type="submit' name="Submit' value=" 2
01 "X/td)

/)

( /table)

( /[form)

(O 6-23) 2O00A] 2otg4 X34t

f.action =
"http: //login.your—domain.com/login{ .html"

El

}

return true,

}

==

{/script)

(form name="LoginForm2" method="POST"
onSubmit="return checkLoginForm2();"
(table)

(tr)

(td)Oto|C[{/td)

(td)input type="text"
name="memberID"){/td)

(tdX(input  type="checkbox"  value=1
checkedname="SSL_Login" Y= OFH&(/td)
(/tr)

(tr)

(td)H|LHS(/td)

{td)input type="password"
name="memberPW"){/td)

(tdXinput  type="submit" name="Submit"
value=" 219! ")(/td)

(/tr)

(/table)

(/form)

% SSL2 0|8%t AS3HE & MES offH,
action URLOIA 'hitp' CHAI 'https'S
Ho| FH Lo

AZ 0[8o}7| #let HIML AAFE
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2. M HF 20l5}7|

2.1 HOAH HZ Sl Wy

UM U5 EAIS st HOt TRESS M5 WS UoIEUBLICL 2 HolA
S oM Xgst Bt m2E20| MOl AB0| HISUK HolsH S0 CshA Lok
Lict,

O W2 AHE St 2ol
U M2 YB3t SORID QUK TS AAGHY sk welLct
(22 6-24y Y] No| Z9E ZAEH HULCH HZAKIS

6:07:53.538160 Beimei® .co.kr 47099 > s e v COMhEEp: P 1:224(223)
p.timestamp 1156882485 1157562812> (DF) (ttl o4, id 33841, len 275)
Bx0088 4588 8113 8111 4888 L4886 e3 65 d3ef 9715 E..... B.E.......
ax8818 d3ef 96d? b7fb 6658 aBb7 ed6b FF1b 51290 o o..... P...k..0*
0x0020 8018 16d0 c3hc 00080 6181 B88a 44F3 6765 2 [..... L...... b.ge
ax8838 4ufe fe9c 4745 5428 2F20 4BS4 5458 2F31 D...GET./.HTTP/1
00040 2e31 0dBa 5573 6572 2d41 6765 6e7h 3az20 .1..User-Agent:.
axa858 6375 cu

6:087:53.542551 [ W e TE . com_http > BOSETEE_co. kv 470899: P 1:509(588)
Lnop,timestamp 1157562813 1156802485> (DF) (ttl 64, id 44998, len 568)
ax00888 450808 6230 afbe 4088 4886 b33b d3ef 26d9? E..8..BE..;....
0:0010 d3ef 9715 8058 b7fb FF1b 5121 a8b7 e74a [..... Po...gt..d
ax88z2e 8618 1920 7ede 0088 8181 B80a 4ufe Feld e D...
ax08838 Luf3 6765 4854 CNEA 2£31 Zed1 2832 3838 D.geHTTP/1.1.2088
Gx0848 204f 4bed Baks 6174 653a 2057 6564 2c28 -0K..Date: . MWed, .
ax8858 3837 a7

(13 6-24) B2 S 3 I 2y

(A8 6-25)2 2T hips0fl &4 2FE o XS ST 471 UCh, XIS 2el6lH
S TUI0IX|2H header?| LIE0| Y=ot H0f LiSS Lotz 4 8 =Xigs & &
AU & g=st S0 Xz o|F0TC= As Aot
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@

16:13:08.640496 megmeme .COKF . 47126 > Com s s wel COM https: P [tep sum ok] 568:597(
14 win 14488 <nop,nop,timestamp 1156833916 1157593519> (DF) (ttl 64, id 22543, len 81)

@z @008 4500 8851 S86F 4080 4886 Bocca d3ef 9715 E..Q8.B.@.......

8:8818  d3ef 96d9 b816 @1bb bc26 bcaf 1261 a3a3  ......... B...a..

gx8828 8818 3898 538c 90868 8181 BBBa 443 e2Vc N . e |

8x0038  44FF 79af 1583 8168 18b1 ce57 F£7bé cce? I T P Wo...

Bx 8848 da65 2aba c62d eb52 d397 5Sbad c741 738d .ex._—.R..[..As5.

8x0858 64 d

16:13:88.640826 - wome Gw sm.com.https > .Cco.kr.47126: P [tcp sum ok] 2414:24Y4
597 win 7584 <nop,nop,timestamp 1157593519 1156833916> (DF) (ttl 64, id 58266, len 81)

gx 0008 4500 8851 e3%a 4086 4006 813e d3ef 26d9 E..Q..B.@..>....

@x@a1@ d3ef 9715 @1bb b816 1261 a3a3d bc26 bcce [ o........ a...&..

gx0820 8818 1d58 c670 90868 0101 B8Ba 44ff 79af R N | TS

gx@030 44F3 e27c 1503 9100 18Ff8 Bdal 2dOd 6837 ) R -.h7

Gz 0848 fd55 26bc 86cc e159 1d2b 5652 alcd c5bs e ... Y. +UR. ...

@x @850 b5

(12 6-25) U5stE EA Ij3l 3ol An}

Ho[x[of A =l
X

s

U=XZ =elot= HHo| AsLITH

SSLO| HEE YAOIEN hips ZREEZ FLS S A0, (28 6-26)1 Z0|

HeteX oftol Xi24f 20| AF UElE Re =ele + 2l AYUTh o

MOIERLS] S410] Ysateof T U= As E0FE AYLICL EAOIE FdY
Al O[O[X|7F 20Ix] 4=+ RAen, 5 YYo| Wt 2¢2 t2A

Boll w2t A=

LIEHE 4

(A9 6-26) Y=3t 40| 0|F0X|

u
DIB
no
T
k=)
-
rr

At=4! o[glx|

2510 TAGIAIT UBHEOZ 4438 BEZ 01Z0| 50f SSL ABMHIS
o
=
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MEol 0421 7H9] ISMHE 2XIe A2 S-0] wat 443 ZET} OfH (e 71X
ZEES 0[8aiM E4S ol <80] 2dd + 2latith 0/ 3% 2XIE tdlst=
it AT Yol ZES XIFslAL Mg ZES A[FH0F SSL QIBME
X A Az 829 g MEE ZEHSE LHFA UG

AS S=loln 445 e = YH|o[X] S5 Y=E Sott] = 47t aut. ol
HO[XI7F £et0] &1 ATHH (AT 6-27)°F 22 HHOIX| £42 2QIE 4 AFLICH

X
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S0l HEE HolstaT A2 00|28 HEI25ILL HatRToA
012A QEE HES SN S2HZ Fo| Za/A auzr.

SEYE T oftof UBM HES MHiciH 2SN s S HXIE USMof thet
S

HEREEERNEY HANYE 2IASUCH

Z2EF: B FNE HTTP

i AT = BIE

fg. S5L 30, RC4 - 1280 E 2= 8 (=3); R3A - 1024
HIE A=

g i 3 a

el https 1 feraew, kisa, or, brdd2y

CURLY login,j=p

37 ABE £ 2=

OHE JXE: ARBE £ RIS

~FE AL AISE 4 218 [ 2Ex0 |

L= J[ #s | =sw

0

(38 6-30) H0H0| MEE Hrolxlo] SEHE 5 QBN HE
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HOAH Q| HOF Fod aiZ ot

3.1 HOAMHO| La{Zl FoFM S0l Hid

@ http://nvd.nistgov = 2GHH, 2UHE 5 2f AZENC] FFES C0[EH0[A

HAoR WHSHE AOlEYUT

& Natignal Vulnerabiliy Databate Homi = Microsof Intemet Explones L= |
e - (@ rist sowy BENE £
B uE - S ENA0n G A ([Eaeaa] «

W@ Nadonal Vulnarabdity Databasn Home | Lt~ B = ihor [ HOFKE) = £ 23000 =

Eponsored by
DS National Cyber Security DivislonUS-CEAT

L
Natmﬁal Vull“lpr"abllrf'y Database

ability VST ERT Ty sdrement, and cor

Praducl Biclionary Tmpact Helrics
o 7 i lidated Tools |SCAP Ewents  |Abowmt Comtact | Vendor O
L LU R R B Mational Vulnerability Database Version 2.2
HVD = the U.5.

QovEmmEnt repository of NV i the WS, govermnment repository of standards based vulnerability management data

reprasented using the Secyrity Content Automation Protocol (SCAR). This data anables
wvulrerabdity management automation of vulnerability management, secunty measurement, and compliance. NVD
data, Tmt;a“ grables  includes databases of securty chacklsts, security related software flaws,

automation of mesconfigurations, product namas, and impack matrics, NVD supports the [nformation
wulnerabdity Securily AULOmALon FYOgram |::|_.AP:|

managemant, securi

maaguramant, and e Federal Desktop Core Configuration settings (FDCC)

compliance (e.g. FISMa), W0 contains content (and pomters to tools) for performing configuration checking of
(4.9 2 systoms implementing the FRCC using the F-t:nu'ir.- Content Automation Protocol [SCARY.

ERCC Chackksts are available here (ko be used with SCAP FDCC capable tools).

SCap FDOC Capable Took are avalable here.

NV Primary Resources

vulnerabiity Search Enging (CVE software Naws and OOF miscon igurations )
Hational Checklst Program (automatable security configuration guidance in XC00F and

2097 EuAL Susing QvAL)

Proguct [Nctionary (CPE)
Impack Matrics (CW5S)
Commaon Weskness Dnymeration (W)

- [ T { el sl 1
Last 1 T g %;ﬂrﬂﬁl protoc WAt NV Supports )
R o i = SCAP Daka Feeds (CVE, OCE, CPE, CVSS, XCCOF, OVAL)
17F vulnerabiltses [/ day &
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@ MH #2|Xt= Advanced SearchE Eot0 UM A, 7|¥E, E11 I, ciZ EMt

S1t 22 FEE YaiTl FUNES AMT 4 UsLI

=22 O M
[ 8 Momanst vastrersbiny D o
@ L T =% = -
| dawm - oumscn G nne [EEES
i O L Ly —_" YL T P o B e e e MO - £ EHGD -
|

| gy by
| I'.v‘l Pdatanad Cytets B oty Drwttiest 1S -CFAT

| e [:Jr"u‘al "\.-"L.Jlr aF-r":Lblllr"'

E Walnerabiidery Chesblewis s
| Lt A A | SCAr veisdated Tools i Araut Cmntmect Wendor Comments
| CVE and CCE Vulnerabllity Datsbase Advanced Search

M oD s s 015 [ Esann | Fasat
PIeeTIRGN regawtory of
mtarctarite Banad WVidnerabdity Criteria

D
bt Thin dacy ssbles ¥ Software Flaws (CVE)
Misconfigurations [COF ), under development
CVE tdwntifir:
Warywrord (1l seddih):

Catagary [CWEY 2oy -

IS G doeabilees  CPE Mame

143 Checiay wander: hdl Gl Bl Lk el GuD AT M LI M
WE-CHET simrmy - i - s r
e Product: &8 SO Es L LN S0 AT Mow LI 4 Iy
2280 |5-cEuT yyin Moo
Frimer =
gt Published Date Range
e e
|| st updared: wed Moy
|| 19 05:04: 28 EST 3008 Eaell Dot | Ay Mortt = | By Yami =
B L e e *
jua & BE "I .

@ Advanced Search®| M Auk= Chg O 20| HuE & E2 Y30 LEFLICE

#= Meional Vulnerabifty Datsbase (NVD) Search Vidnersbilites = WicrosoR Intemet Explonr =

@ 3 = [ hnpsrwenb, nd. nist gouriew s eanchfenecution=e 1 162 - o=

R - B WEA0n (S D [ S <

ir 92 | Matonal Vuleesabiity Database CHYD) Searc._ M- B - i - G BORE) - £ EFO - °
> e 1

Home | ISAR/SCAR | SCAP Validated Toals | SCAP Events |About  |Contact | Wendor Comments |

Search Results (Refine Search)
HVD is the LS. There are 383 matching records. Displaying matches 1 through 30. =

gowernment repository of
standards based
VUINAranikty ma @gmant [Summary: dic 0.739.6 allews cal usars to ovensnta amitrary files wvia 3 symilink attack on
data. Thes data enables (2} Jtmpfawstats_log, (b ftmpfspam.log. =s&==, and [c] ftmpfspam_arr.log temporary

CVE- 20 A951

automaton of files, related vo the (1) accesslog.php and (2) sa-wrapper scripts.
wulnsir abikty Wwurbliched: 11/05/32008
ManAgomAnE, SeCUnty

comphance [a . FIEMA),

Raca I3 e
_ mummary: dovecot 1.0.7 in Red Hat Entenpriss Lirce (RHEL) 5. and possibly Fedora, uses

MNVD cantains: i far o conf, which allows lacal usars to abtam tha

IITA6 CVE Yuloorpbeliics ssl_k.e\r_punwmd parameter value.
Published: 11701/ 2008

ma3asurament, and CVES Sewerily: 6.9 (MEDIUMY |

143 Checkints
I55 LS-CHET Alase VSRS Sewverily: 2.1 (LOW )
ZIWO LV - 20063 F 9
2097 QnaL Queneg Bummary: Cisco 105 124 allows remote attackers to cause a denial of service (device
15843 CPE fames l=ragh) via a nermal, propary fermed SGL packat that coours during tarminatsn of an 551
fesssan,

Last updatad: Tua Nov  loyhfiched: 0926/ 2008
10 00:03:5% EST 2008
EVE Publlicathen rabe: CVES Severily: 7.0 (HIGH])
17.2

o2 ) | T @anHaa 0 -
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@ 7M 20N 2L A2 oMY YIS S2aH0 s MOl HRet B it

o =
2 o2 Em AEE, o2 gY 5= = 4 sl

& Matonal Vulnerabifty Database (NVDINational Yunerability Detabase (CVE-2008-2239) - Microsol Inhermset Explorer (=)
g."j « € hopwot, e nis aowriew min detal Teec uon=e 1 351 ST P
B . Sunion G 00y [EEema] «

i 40| Madonal Yuinesabilty Datsbase (HVDNation... || B - B - - [ BORE - £ S0 -
srandards based Original release dates 08,18/ 7008 .

) L
- Tt Last 0811/ 2008
dutomation of Souroe: US-CERT/NIST

Static Link: http:/fweb,wed.nistgodsdew ol detal?winld =CVE- 2008-2233 {

¥

Overview
Resource Slotus The client in Openwsman 1.2.0 and 2.0.0, in unknown :-;‘;-l:ll'l:]urallnns, allows remote 1
Openwsman Servers to replay S51L sessions via unspecified vectors,
Impact
CW55 Severity (version 2,01

CVSS v2 Base Score: 7.5 (HIGH) (AN RIACILARUENICIFTIRINP) (legend)
Impact Subscore: &4
Exploitability Subscore: 10.0

CVES Version 3 MELCS:
Last updatad: Tua Mo
18 0B:03:5% EST 2008 Access Veclor: Network exploitable
CVE Publication rabe: Access Complexity: Low
171 *ENOTE: Access Comphexity scored Low due to insufficient information

m Authenthcatlon: Not required to exploit

NVD prowides four mashng  Tmpact Type: Allows unautharized disclosure of information; Allaws unauthorized
ksts to the publc. For — modification; Allows disruption of service
m’ e .,.,m:'mt 5 References to Advisories, Solutions, and Tools
o @ s 0 -

3.2 HOtAHOl YT Hoty a7 W

http://nvd.nistgovoll B1E FAME SHZAsH7| Y= Reference to Advisories,
Solution, and Tools £22 &1lotH ELICH 0] 220= Y Fgo L= XS Y
SIAF 3 HOF 2 AO|ES0| FA k(0] /USLICH Of2fief 20| 3 E Sotef Hd HMF

L SIAH MOIES Yot e Flefdoll et LiE1t a2 ger 52 = + UsHth
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8 Nastional Vulnerability Databasa (NVDONationsl Vulnersbility Database (CVE-2000-22330 - Micros oft Inmemet Explorer =l

Gu = @ tp/web, nvd, nist gov viewsvuln/detail e xecution =e 135 1 - [ * | K |-
@ usu - S wnson G RO [@ewaE] <

W <& | (@ National Vuinerabliiy Database (NVDNaton... | i - B - - BORE) - SR -
[ infarmation and -

e s o, References to Advisories, Solutions, and Tools

etz By selecting these links, you will be leaving NIST webspace. We have provided these links to

other web sites because they may hawve information that would be of interest to you. No

inferences should be drawn on account of ather sites being referenced, or nat, from this

Wulnerabilicy Workload page. There may be other web sites that are more appropriate for your purpose. NIST does
o RT not necessarily endorse the views expressed, or concur with the facts presented on these

sites. Further, NIST does not endorse any commercial products that may be mentioned on

ARt Li these sites. Flease address comments about this page to nvd@nist.gow.

MWD is a product of the

NIST

Workload Index

Exlernal Source : SUSE

Compuber Secunly

Division and is sponsored  yame: SUSE-SA:2008:041

by the Department of

Homedang Secunty's Type: Patch Information

ational Cyber Security [y - Rov— ; m =
= yperiink: hilp: Vlists opensuse. org/opensuse-secyrily-announce /20008

Division. It supperts e o5 /705000003, himl

U.S. govermment multi-

agenc

ni’:; 3 m m e External Source @ BID

Infumiuon Secul"t\" Name: 30594

Autemation Program. It is

the U.S. government Hyperfink: hitp: /vy, secuntviocus. com /Did /30694

content repository

the Secunty Content External Source : FRSIRT

Automation Protocol

(SCAE)

Name: ADV-2008-2397

Hy perfink: http:/fvee frsirt comdengish/advisories/ 20082297
External Source @ SECUNLA
Namas 1429 -
@ 2L £ 100% ~
2t HE i S MOIENME 20| ket 0] HOF IX| 52 MSste U=
OREE 2oF HorMtol M85t FLct
@ [security-announce] SUSE Security Announcement: openwsman (SUSE-S4:2008: - Microsaft Internet Explarer = [ [
&~ - [t/ lists. apensuse. arg//pensuse -security -announce, 2008-08/msg00003. it « | [¢2] [ | [Goncle |[2]-
@ TEH - W00 G A [ FeraE | <
@ ¢ [[E2 [security-announce] SUSE Security nnoun... | | v B v v B HONE - O ER -
88 Platform:
openSUSE 11.0:
p: ort 11.0/r debi fo-2.0.0-
3.3.i586.rpm
D or 149,007 e-20.0- H
3.3.i586.rpm
P or 11 devel2 0.0-33.i586 rpm
P or 11 1-2 0.0-3.3.1586.rpm
P or 11 —client-2 0.0-3 3.i588.rpm
P or 11 rth 0.0-33.i586 rpm
D or 11 -ruby-2 0.0-3 3.i586.rpm
D or 11 -server-2.0.0-33586 rpm
openSUSE 10.3:
D or 0 -1.2.0-14.41586.rpm
D or 0 —client-12 0-14.4.i586.rpm
= [ & 2B ® 0% - =
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